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Today’s Themes

1. Trust

- legal concept of trust
- trust in an archive
- archive’s duty of care
2. Intellectual Property
- notion and basic concepts

- copyright, its scope and exceptions
- licensing, incl. F/OSS

3. Re-use of PSI

- rationale and key rules

4. Privacy and Data Protection
- core ideas and definitions
- memory institutions as privacy guardians
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Definitions of Trust

e In layman’s terms: belief that someone or something is
reliable, good, honest, effective, etc. (Merriam-Webster)

e |In law: an equitable obligation, either express or
implied, resting upon a person by reason of a
confidence reposed in him, to apply or deal with the
property for the benefit of some other person, or for the
benefit of himself and another or others, according to
such confidence (Black’s)

e In e-commerce: consumer’s willingness to rely on the
seller and take action in circumstances where such
action makes the consumer vulnerable to the seller
(Jarvenpaa, Tractinsky, Saarinen & Vitale, 1999)
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Trust in an Archive

A synthesis of the 3 definitions:

user’s confidence in the reliability, truthfulness,
accuracy, lawfulness of the services provided by the
archive, belief that the archive is acting for the user’s
benefit and the resulting willingness to base
decisions on the information obtained from the
archive in situations that can lead to the user’s being
held responsible (incl. legally liable).

Thus
the archive owes a duty of care to its users.
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P e S

A Fiduciary Duty?

e The strictest duty of care in common law.
e A legal duty to act solely in another party's interests.

e Fiduciaries may not profit from their relationship with
their principals unless they have the principals’ express
informed consent.

e Fiduciaries have a duty to avoid any conflicts of interest
between themselves and their principals or between
their different principals.

e Examples: a lawyer and a client, a guardian and a ward,
a director and shareholders (see, e.g., LaRue v. DeWolff,
Boberg, & Associates, Inc.)
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Where Does Archive’s Loyalty Lie?

e User/patron
e Copyright holder
e Data subject

e Who else have a stake and what do they want?
individuals - seclusion, security, mental health
business - money, power, more money
government — control, re-election
politicians - power, money, more power
society at large — people’s “right to know”
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Regulation

e Law (rules created and/or sanctioned by state)

e Other social normative systems (custom, usage,
(N)etigette, morals, ethics, religion, etc.)

e User self-regulation

e Private (industry self-) regulation

e Co-regulation

e Public-Private Partnership (PPP)

e Standardization (Lessig: code is law)
o [aissez-faire
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Intellectual Property

e Not really a property, but a bunch of exclusive
rights, a monopoly limited in time, space and
scope

e A mandate to allow or prohibit certain acts

e Separate from property rights in the medium

e Two major categories of IP:

industrial property (inventions, designs, TMs)

cultural/artistic property (copyright,
neighboring/related rights)
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Types of IP: A Typical Website

e Copyright law: Software, text — literary works,
pictures, graphics — pictorial works; sounds -
musical works, phonorecords (neighboring rights);
clips, animation — audiovisual works; fonts - typeset
(UK): user interface - look-and-feel (U.S.)

e Patent law: Computer-implemented inventions
e TM law: Producer’s & product’s brand

e Trade secrets: Unpatented tricks of trade

e Unfair competition: Dilution, imitation

e Sui generis protection: Non-original databases
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What Is Copyrightable?

e Categories of copyrightable works:
literary works (incl. software),
dramatic works;
musical works,
audiovisual works,
pictorial, graphic and sculptural works,
photographs,
architectural works,
maps, charts, plans, etc.
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Copyright v. Patent

e The idea/expression dichotomy
e Disclosure

e Formalities

e Terms of protection

e | egal costs

e International coverage
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Is the Work in Fact Copyrighted?

e Criteria of copyrightability:
originality,
fixation,
formalities (© sign, registration, deposition)
e Duration of copyright :
“golden standard” - author’s lifetime + 70 years
corporation - 100 years from creation (U.S.)
conflicts of laws
extensions, renewals, etc.
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Public Domain

e Objects that don't fall under any category of
protected works (e.g., mere facts, ideas, plots,
formulas, algorithms, sets of instructions)

e Works, copyright in which has expired
e Folklore
e News reports

e Laws (but not bills), sovernment documents (but
Crown copyright in UK)

e State symbols, insignia
e Abandoned? Waived (e.g. by CC0)?
e Impossible or hard to find out? — “orphan” work
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Who exactly holds Copyright?

e Non-straightforward cases
work for hire
collective works (incl. databases)
derivative works
“orphan” works

e Transfers of copyright
assignment
license
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License

e Permission to use others’ IP

e Promise not to sue

e Explicit or implicit (e.g. shrink-wrap,
click-through)

e Exclusive or non-exclusive

e Not a sale — the first sale doctrine is not
applicable

e Free/Open Source license # giving to public
domain
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Open Source

e Free (not as in ‘free beer’) v. OSS: Both allow to
run;
modify;
redistribute;
distribute modified versions.

e The difference between the two: FS’s ‘copyleft’

(keeping software free)
e No warranties, indemnity

L-UNIVERSITA TA’ MALTA [B&
UNIVERSITY OF MALTA R




P e S

Exactly What Rights?
e Categories of Copyrights:

Economic

« Copying

Distribution

Modification (making derivative works)
Public display/performance

« Communication to the public

Moral

« Authorship

o Integrity

. Recall (Russia)

e [PMs, incl. DRM
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Liability for Infringement

e Civil & criminal (for infringement of industrial scale)
e Remedies: damages & injunctions

e Secondary liability for vicarious and contributory
iInfringements

e ISPs’ liability:
Safe harbors under DMCA & EU Copyright Directive
Fault: actual/deemed knowledge (damages)
Strict liability: no knowledge (injunction)
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Library exceptions

 “specific acts of reproduction made by publicly
accessible libraries, educational establishments or
museums, or by archives, which are not for direct or
indirect economic or commercial advantage” (Malta

Copyright Act Art. 9(1)(d))

e “communication to the public, for the purpose of
research or private study, to individual members of the
ublic by dedicated terminals on the premises of
cultural heritage institutions] of works and other
subject-matter, not subject to purchase or licensing
terms, which are contained in their collections” (Malta

Copyright Act Art. 9(1)(v)).

e Digital copies for preservation & replacement (U.S.
Copyright Act §108 as amended by DMCA)
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Public Sector Information

e Info generated as a result of public sector bodies’
operations, i.e. paid for by taxes, for a cost-base fee

e Directive 2003/98/EC on re-use of PSI:

key rule: “[wlhere the re-use of documents held by public
sector bodies is allowed, these documents shall be re-
xsabée for commercial and non-commercial purposes

e

a “document” is “(a) any content whatever its medium
(written on paper or stored in electronic form or as a
sound, visual, or audiovisual recording) or (b) any part of
such content” Art. 2(3)

e INSPIRE Directive: spatial info related to environment for
free, following the Implementing Rules (Metadata, Data
Sﬁecifications, Network Services, Data & Service
Sharing, Monitoring & Reporting). DI @
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PRIVACY
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Informational privacy

e Catered for in the EU through the data protection
(DP) legislation

e Personal data is any information related to one’s
personal identity

e Have been kept on paper before the advent of the
computer, e.g. the East German Stasi (secret police,
had files on 6 million people (about 1 in 3 adults)
before the fall of the Berlin Wall)
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What is Personal Data?

“Any Information relating to an
identified or identifiable natural
person; an identifiable person is one
who can be identified, directly or
indirectly, in particular by reference
to an identification number or to
one or more factors specific to his
physical, physiological, mental,
economic, cultural or social
identity”
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DPA - Actors

Data Subject

“A natural person to whom the personal data relates”

Data Controller

“A person who alone or jointly with others determines the purposes and means of the
processing of personal data”

Data Processor

“A person who processes personal data on behalf of a controller”
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Processing

Any operation or set of operations which is taken in regard to
personal data, whether or not it occurs by automatic means

collection
recording
organization
storage
adaptation
alteration
retrieval

gathering

use

disclosure

dissemination
alignment
combination
blocking
erasure

destruction
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ensitive Personal Data

Personal data that reveals race or ethnic origin,
political opinions, religious or philosophical beliefs,
membership of a trade union, health, or sex life
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The Data Protection Principles

fair and lawful processing

in accordance with good practice

collected for specific, explicitly stated and legitimate purposes

not be processed for any purpose that is incompatible with that for
which the information is collected

processing adequate and relevant in relation to the purposes of
processing

- no more personal data are processed than is necessary and are not
kept for a period longer than necessary

- data are correct and up to date
- all reasonable measures are taken to complete, correct, block or erase

incomplete or incorrect data
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e

data subject gave unambiguous (for sensitive data - explicit) consent

Criteria for Processing

necessary for the performance of a contract

necessary for compliance with a legal obligation of the controller

to protect the vital interests of the data subject

necessary for the performance of an activity that is

carried out in the public interest or in the exercise of official
authority vested in the controller or in a third party to whom
the data is disclosed

necessary for a purpose that concerns a legitimate interest of the
controller or of such third party to whom personal data is provided,
except where such interest is overridden by the interest to protect the
fundamental rights and freedoms of the data subject | ersma 1 mara B
and in particular the right to privacy ORIV ERSIT O MALTA @




Right of data subject to obtain access to data held concerning them

Rectification of any errors discovered therein

Controller to provide at the request of the data subject, without
excessive delay and without expense, written information as to
whether personal data concerning the data subject is processed

Requests to be made at reasonable intervals

Requests to be made in writing and to be signed by data subject
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Information to Data Subject

Controller to provide data subject with at least the following info:

- Identity, habitual residence or principal place of
business of the controller and of any other person
authorized by him in that behalf

- The purposes of the processing for which the data are
intended

- Any further information to matters such as:
the recipients or categories of the recipients of data, reply
procedures, the existence of the right to access, the right
to rectify, and, where applicable, the right to erase the data
concerning him/her

- Such further information as necessary, having regard to
the specific circumstances in which the data are collected,

to guarantee fair processing ‘
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Rectification of Data

Obligation of controller, at request of data subject, to immediately
rectify, block or erase such personal data that has not been processed

according to the DPA

Controller to notify the third party to whom that data has been
disclosed about the measures taken in order to effect the rectification

Such notification need not be provided if it is shown that it is
impossible or it will involve disproportionate effort
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Notification Obligations

Controller to notify the Data Protection Commissioner

before carrying out any wholly or partially automated
processing operation or set of such operations intended to

serve a single purpose or several related purposes
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Notification by the Controller to the
Commissioner

the name and address of the data controller and of any other person authorized by
him in that behalf, if any

the purpose or purposes of the processing

a description of the category or categories of data subject and of the data or categories
of data relating to them

the recipients or categories of recipient to whom the data might be disclosed

proposed transfers of data to third countries

a general description allowing a preliminary assessment to be made to ensure security

of processing
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Derogation from Notification

Commissioner may prescribe on simplification or exemption from
notification in cases in which it is unlikely that the rights of the data
subject are prejudiced

When the Controller appoints a Personal Data Representative the
notification obligations as found in the DPA shall cease

Controller to notify Commissioner on the appointment or removal of a
Personal Data Representative
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Appropriate technical and organizational measures to protect the

personal data against accidental destruction or loss and unlawful
processing. N o

Security Measures

To be considered:

Technical possibilities available
- Cost of implementing security measures

- Special risks that can exist in the
processing of personal data

- Sensitivity of the personal data being
processed
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Case study

e Please split up in 2 teams:

nttp://vkraina.com/en/intro

http://www.deadseascrolls.org.il/

e In 30 minutes, please tell us about the 2
digitization projects and answer the following
questions:

Would you trust the site?

What
What
Were

kKind of artefacts were digitized?
kinds of IP are to be found on the sites?

P rights properly cleared and acknowledged?

Who's the sponsor and what is the consideration?

What would you do differently and why? ouversm mw wara
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Thank you for your attention!
E-mail: oleksandr.pastukhov@um.edu.mt

Web: www.um.edu.mt/maks/ipg/lexconverge
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